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Severity gfibonent Version Description Vulnerability
> | cRiTm spring-boot-starter-web 243 Remote Code Execution in Spring Framework GITHUB GHSA-36p3-wjmg-h94x & SQCON-214
Ean _RITICAL | spring-security-web 545 In Spring Security versions 5.5.6 and 5.6.3 and older unsupported versions, NVD CVE-2022-22978 @
RegexRequestMatcher can easily be misconfigured to be bypassed on some serviet
containers. Applications using RegexRequestMatcher with ™" in the regular expression are
possibly vulnerable to an authorization bypass
cvssv2 cVss V3 .
! _— . EPSS EPSS Percentile
| Base Score Impact Exploitability Base Score Impact Exploitability
75 6.4 10.0 9.8 5.9 3.9 012492 0.95192
(I CRITICAL | thymeleaf-spring5 3.0.12.RELEASE Template injection in thymeleaf-spring5 GITHUB | GHSA-qci6-jarg-4wp2 @
v [ HicH | jackson-databind 2114 jackson-databind before 2.13.0 allows a Java StackOverflow exception and denial of NVD CVE-2020-36518 (O}
service via a large depth of nested objects.
cvss V2 cVss V3
EPSS EPSS Percentile
Base Score Impact Exploitability Base Score Impact Exploitability
5.0 29 10.0 7.5 3.6 3.9 0.07176 0.92
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Available on Atlassian Marketplace

Are you looking for support? Contact us

Dependency Track Connector brings your source code dependencies Table Of contents
vulnerabilities from Dependency Track to your JIRA project:
® Vulnerabilities: Know the total number of vulnerabilities that
your project's dependencies have.
® Components: Know the total dependencies that are affected
by the vulnerabilities

And also the most important dependency vulnerabilities metrics:

® Risk Score
® CVSSV2
© Base Score
© Impact
© Exploitability
® CVSSV3
© Base Score
© Impact
© Exploitability
EPSS
EPSS Percentile



https://marketplace.atlassian.com/plugins/es.excentia.jira.plugins.jiracloud-dtrack-connector/cloud/overview
http://jira.excentia.es/servicedesk/customer/portal/14
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